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Project Overview

This project aims to provide a comprehensive
understanding of IPv4 addressing and its
‘ oot practical applications within a virtualized
e eesd s e WS networking environment. By engaging in this

A AR
R )

. : e project, | sought to enhance my knowledge of IP
Bt ' R address assignment, the mechanisms by which
‘¢ “iiee ‘ & devices communicate using these addresses,
— iV ? s A\ : and the processes involved in configuring and
‘ observing network settings through laboratory
simulations. The project is structured to build
R ! : foundational skills in network communication,
P, ! ; assaaneste troubleshooting, and documentation, which are
essential for a career in information technology
and networking. Through hands-on experience
and practical exercises, | developed a deeper
understanding of the principles of network

communication and the practical skills necessary
for configuring and troubleshooting IPv4
networks.
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aci Console | Infosec Learning - Google Chrome
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I re p a rat I O n 25 lab.infoseclearning.com/console/6067496/608

DeVry-Hyper-V Enforce US Keyboard Layout View Fullscreen Send Ctri+Alt+Delete

Computer T on WIN-6JNNERLT6IL e

Activities (-] Terminal = Jul20 22:00

*s <1 student@ubuntuvm: ~/Desktop

|

- $ ip route | grep default
via 192.168.1.1 dev ith@ proto dhcp metric 20100
: $

Vi
THIS SCREENSHOT
SHOULD INCLUDE
THE TERMINAL
WINDOW THAT

IP ADDRESS.

SHOWS THE @
DEFAULT GATEWAY

THIS SCREENSHOT
SHOULD ALSO
SHOW THE
DATE/TIME
INFORMATION ON
TOP OF THE
TERMINAL WINDOW.
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E® Computer 1 on WIN-6JNNGRLT6IL - Virtual Machine Connection

File Action Media Clipboard View Help
2 @O unmw o

Activities ¢) Firefox Web Browser ¥ Jul20 22:38 e

*s Gt

st
*» New Tab < OpenWrt - Interfaces

(& O 8 192.168.105.1/cgi-bin/luci/admin/network;

i © 1t looks like you haven't started Firefox in a while. Do you want to clean it up for a
fresh, like-new experience? And by the way, welcome back!

Refresh Firefox...

A Interfaces
Protocol: Static address
Uptime: Oh 6m 32s
MAC: 00:15:5D:00:BA:01
RX: 668.53 KB (7983 Pkts.) Restart | Stop
TX: 1.36 MB (7592 Pkis.)
IPv4: 192.168.105.1/24
IPv6: fdf4:27c0:ac22::1/60

Protocol: Alias Interface (Static address)

Status: Running
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IPv4 Address
Assignment

* This screenshot should include
the Interfaces page that shows
the new IPv4 address on the LAN
interface.

* This screenshot should also
show the date/time information
next to the Firefox Web Browser
tab.
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Computer 1 on WIN-S/NNGSRLTEIL

Activities t-) Terminal ~ Jul27 17:29
student@ubuntuvm: ~/Desktop Q

- S ip addr
lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group defau
1t qlen 1000
link/loopback ©00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_1lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_1ft forever
2: eth®: <BROADCAST ,MULTICAST,UP,LOWER_UP> mtu 1500 gdisc mg state UP group def
ault gqlen 1000
link/ether 00:15:5d:00:ba:00 brd ff:ff:ff:ff:ff:ff
inet 192.168.105.228/24 brd 192.168.105.255 scope global dynamic noprefixro
ute etheo
valid_1ft 42996sec preferred_1ft 42996sec
inet6 fdf4:27cO:ac22::fea/128 scope global noprefixroute
valid_1ft forever preferred_1ft forever
inet6 fdf4:27c0:ac22:0:9a09:3ed3:7e82:55e8/64 scope global temporary dynami

valid_1ft 604592sec preferred_1ft 85823sec
inet6 fdf4:27c0:ac22:0:bf29:ea3d:8044:cleb/64 scope global mngtmpaddr nopre
fixroute
valid_1ft forever preferred_1lft forever
inet6 fe80::3dae:7173:13d0:31a8/64 scope link noprefixroute
valid_1ft forever preferred_1ft forever

$

Take a screenshot of the Terminal window.

This screenshot should show the IPv4 address of the Computer 1 VM.

This screenshot should also show the date/time information on top of the Terminal window.

Dynamic IP Address Assignment
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Dynamic IP Address
Assighment

* Take a screenshot of the Terminal window.

e This screenshot should show the IPv4
address of the Computer 2 VM.

e This screenshot should also show the
date/time information on top of the Terminal
window.

Computer 2 on WIN-6JNNGRLTGIL

(-] Terminal = Jul27 17:33 e

inl student@ubuntuvm: ~/Desktop Q

- $ ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group d
1t qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_Lft forever
inet6 ::1/128 scope host
valid_1ft forever preferred_Lft forever
2: ethe: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 qdisc mq state UP group
ault glen 1000
link/ether ©0:15:5d:00:ba:02 brd ff:ff:ff:ff:ff:ff
inet 192.168.105.230/24 brd 192.168.105.255 scope global dynamic nopref
ethe
valid_1ft 42765sec preferred_Lft 42765sec
inet6 fdf4:27c0:ac22::fea/128 scope global dadfailed tentative noprefix

valid_1ft forever preferred_Lft forever
inet6 fdf4:27c0:ac22:0:1106:ddf6:6945:8231/64 scope global temporary dy

valid_1ft 604361sec preferred_Llft 85675sec
inet6 fdf4:27c0:ac22:0:cPe2:9745:2c3a:4837/64 scope global mngtmpaddr n
fixroute
valid_1ft forever preferred_lft forever
inet6 feB80::acof:8f1b:bcaf:9641/64 scope link noprefixroute
valid_1ft forever preferred_Llft forever

s
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Connectivity Test

Jipows ‘payeaijdnp 3 J0UUED JUSWNIOP SIY) Ul JU)UOD
ejulew pue paonpoid s| JUBLINJOP SIL3 Ul [eLId3ew ayL

e |
X

wa Camputer 1 on WIN EINNERLTBL " ol Computer 1 on VIR INNERLTEL TTEFx
Activities =) Terminal v Jul27 17:41 v DENORE 4 Activities =) Terminal v Jul27 17:41 2O~
*’ m student@ubuntuvm: ~/Desktop = - o X ** m student@ubuntuvm: ~/Desktop G = = o X
c X c
valid_Llft 604592sec preferred_Llft 85823sec valid_lft 604592sec preferred_lft 85823sec
inet6 fdf4:27c0:ac22:0:bf29:ea3d:8044:cleb/64 scope global mngtmpaddr nopre inet6 fdf4:27c0:ac22:0:bf29:ea3d:8044:c1eb/64 scope global mngtmpaddr nopre

fixroute
valid_Llft forever preferred_Lft forever

inet6 fe80::3dae:7173:13d0:31a8/64 scope link noprefixroute
valid_lft forever preferred_Lft forever
. S ping 192.168.105.1

fixroute
valid_Lft forever preferred_lft forever
inet6 fe80::3dae:7173:13d0:31a8/64 scope link noprefixroute
valid_1ft forever preferred_Llft forever
% $ ping 192.168.105.1
PING 192.168.105.1 (192.168.105.1) 56(84) bytes of data.
64 bytes from 192.168.105.1: icmp_seq=1 ttl=64 time=0.310 ms

PING 192.168.105.1 (192.168.105.1) 56(84) bytes of data.
64 bytes from 192.168.105.1: icmp_seg=1 ttl=64 time=0.310 ms

/ /
64 bytes from 192.168.105.1: icmp_seq=2 ttl=64 time=0.340 ms 64 bytes from 192.168.105.1: icmp_seq=2 ttl=64 time=0.340 ms
64 bytes from 192.168.105.1: icmp_seq=3 ttl=64 time=0.466 ms 64 bytes from 192.168.105.1: icmp_seq=3 ttl=64 time=0.466 ms
64 bytes from 192.168.105.1: icmp_seq=4 ttl=64 time=0.304 ms 64 bytes from 192.168.105.1: icmp_seq=4 ttl=64 time=0.304 ms
64 bytes from 192.168.105.1: icmp_seq=5 ttl=64 time=0.300 ms 64 bytes from 192.168.105.1: icmp_seq=5 ttl=64 time=0.300 ms
64 bytes from 192.168.105.1: icmp_seq=6 ttl=64 time=0.379 ms 64 bytes from 192.168.105.1: icmp_seq=6 ttl=64 time=0.379 ms
64 bytes from 192.168.105.1: icmp_seq=7 ttl=64 time=0.364 ms 64 bytes from 192.168.105.1: icmp_seq=7 ttl=64 time=0.364 ms
64 bytes from 192.168.105.1: icmp_seq=8 ttl=64 time=0.863 ms 64 bytes from 192.168.105.1: icmp_seq=8 ttl=64 time=0.863 ms
64 bytes from 192.168.105.1: icmp_seq=9 ttl=64 time=8.72 ms 64 bytes from 192.168.105.1: icmp_seq=9 ttl=64 time=8.72 ms
64 bytes from 192.168.105.1: icmp_seq=10 ttl=64 time=0.314 ms ﬁ 64 bytes from 192.168.105.1: icmp_seq=10 ttl=64 time=0.314 ms
64 bytes from 192.168.105.1: icmp_seq=11 ttl=64 time=0.391 ms 64 bytes from 192.168.105.1: icmp_seq=11 ttl=64 time=0.391 ms

_ 64 bytes from 192.168.105.1: icmp_seq=12 tt1=64 time=0.315 ns 64 bytes from 192.168.105.1: icmp_seq=12 ttl=64 time=0.315 ms

64 bytes from 192.168.105.1: icmp_seq=13 ttl=64 time=0.316 ms B 64 bytes from 192.168.105.1: icmp_seq=13 ttl=64 time=0.316 nms

& 64 bytes from 192.168.105.1: :\cmp_seq:H ttl=64 .373 ms & 64 bytes from 192.168.105.1: icmp:sequ»‘! tt1=64 time=0.373 ms
64 bytes from 192.168.105.1: }cmp‘seq:ls ttl=64 .315 ms B 64 bytes from 192.168.105.1: icmp_seq=15 ttl=64 time=0.315 ms
fz bytes from 192.168.105.1: icmp_seq=16 ttl=64 -336 ms 64 bytes from 192.168.105.1: icmp_seq=16 ttl=64 time=0.336 ms

o,
ess - 192.168.105.1 ping statistics --- 192.168.105.1 ping statistics
sss 16 packets transmitted, 16 received, 0% packet loss, time 15290ms e aiag packets transmitted, 16 received, 6% packet loss, time 15296ms

Take a screenshot of the Terminal window.

* This screenshot should show 1) the connectivity test FROM the Computer 1 VM TO the SOHO Router VM, and 2) the connectivity test
FROM the Computer 1 VM TO the Computer 2 VM.

This screenshot should also show the date/time information on top of the Terminal window.



Computer 2 on WIN-6/NI

Activities =) Terminal ~ Jul27 17:45

$* ~ student@ubuntuvm: ~/Desktop
c

valid_1ft 604361sec preferred_lft 85675sec
inet6 fdf4:27c0:ac22:0:c0e2:9745:2c3a:4837/64 scope global mngtmpaddr nopre
fixroute
valid_1ft forever preferred_lft forever
inet6 fe80::acOf:8f1b:bc4f:9641/64 scope link noprefixroute
valid_1ft forever preferred_lft forever
g S ping 192.168.105.1
PING 192.168.105.1 (192.168.105.1) 56(84) bytes o ata.
64 bytes from 192.168.105.1: icmp_seq=1 ttl=64
64 bytes from 192.168.105.1: icmp_seq=2 ttl=64 time=0.379
64 bytes from 192.168.105.1: icmp_seq=3 ttl=64 ti
64 bytes from 192.168.105.1: icmp_seq=4 ttl=64
AC
--- 192.168.105.1 ping statistics
4 packets transmitted, 4 received, 0% packet loss, time 3056ms
rtt min/avg/max/mdev = ©.320/0.389/0.498/0.066 ms
$ ping 192.168.105.228
PING 192.168.105.228 (192.168.105.228) 56(84) bytes of data.
bytes from 192.168.105.228: icmp_seq=1 294
bytes from 192.168.105.228: icmp_se 54 .382
bytes from 192.168.105.228: icmp_se ime=0.285
bytes from 192.168.105.228: icmp_se 4 ti .319
bytes from 192.168.105.228: icmp_seq=5 ttl=64 time=0.387

192.168.105.228 ping statistics ---
5 packets transmitted, 5 received, 0% packet loss, time 4078ms
rtt min/avg/max/mdev = %285‘0.333/0.387/0.043 ms
2 $

* Take a screenshot of the Terminal window.

*  This screenshot should show 1) the connectivity test FROM the Computer 2 VM TO the SOHO Router VM, and 2) the connectivity test FROM the
Computer 2 VM TO the Computer 1 VM.

*  This screenshot should also show the date/time information on top of the Terminal window.

Connectivity Test




NETW191 Course Project

Akira Suain

DeVry University
NETW191/60720
PROFESSOR: Ethan Brady

Module 4

IP Subnetting and
Loopback Interfaces



Network

Subnet ID Mask Network Mask Network First Usable Last Usable Broadcast
i Dotted decimal Address Host Address Host Address Address
(/prefix)
255.255.255.128 192.168.5.126
,l'rE'i 192.168.5.128 192.168.5.255

 This table should include two /25 subnets, listing
e Subnet notation
IP Subnetting  Network address
* First usable host address
e Last usable host address
* Broadcast address



soft Edge
le/6140359/628

Computer Ton WIN-6JNNGRLTSIL

Activities ¢) Firefox Web Browser ¥ Aug 3 22:09

Interfaces

Protocol: Static address
LOOPBACK(1 Uptime: Oh 4m 6s

MAC: 00:15:50 BA(

RX: 4.71 MB (46968 Pkts

TX: 7.21 MB (46669 Pkts

IPv4: 192.168.5.1/25

Protocol: Static address
Uptime: Oh 26m 10s
MAC: 00:15:5D:0(

RX: 4.05 MB (469

TX: 7.21 MB

IPv4: 192.168.105.1/24
IPv6: fdf4:27c0:ac22::1/60

Protocol: Static address
Uptime: Oh 1m 40s
MAC: 00:15:5D:0( (
RX:4.71 MB ( (s
TX: 7.21 MB (466 ts
IPv4: 192.168.5.129/25

LOOPBACK2

Enforce US Keyboard Layout

View Fullscreen

Loopback
Interfaces

* This screenshot should
show both Loopbackl and
Loopback2 interfaces and
their correct IPv4
addresses.

* This screenshot should

also show the date/time

information on top of the
desktop window.

1/22/2026
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Connectivity Tests

* This screenshot should show two successful ping
tests:

e from the Computer 1 VM to the Loopback 1
interface

e from the Computer 1 VM to the Loopback 2
interface

e This screenshot should also show the date/time
information on top of the desktop window.

Activities

M

() Terminal

Aug3 22:16

student@ubuntuvm: ~

student@ubuntuvm:~$ ping -c 4 192.168

PING 192
64 bytes
64 bytes
64 bytes
64 bytes

--- 192.168.5.

.168.5.1 (192
from 192.168
from 192.168
from 192.168
from 192.168

.168.5.1) 56(84)
.5.1: icmp_seq=1
.5.1: icmp_seq=2
.5.1: icmp_seq=3
.5.1: icmp_seg=4

1 ping statistics ---

5.1

bytes of data.

ttl=64 time=0

ttl=64 time=0.

ttl=64 time=0
ttl=64 time=0

.856
749
.822
.584

4 packets transmitted, 4 received, 0% packet loss, time
rtt min/avg/max/mdev

student@ubuntuvm:

64 bytes
64 bytes
64 bytes
64 bytes

--- 192.168.5.

from 192.168
from 192.168
from 192.168
from 192.168

$ ping -c
.168.5.129 (192.168

«5.129:
.5.129:
«5.129:
«5.129:

129 ping statistics ---
4 packets transmitted, 4 received, 0% packet loss, time 3023ms

0.584/0.752/0.856/0.104 ms
4 192.168.
.5.129) 56(84) bytes of data.

icmp_seq=1 ttl=64 time=0.799 ms
icmp_seq=2 ttl=64 time=0.980 ms
icmp_seq=3 ttl=64 time=0.587 ms
icmp_seq=4 ttl=64 time=0.800 ms

5.129

rtt min/avg/max/mdev = 0.587/0.791/0.980/6.139 ms
student@ubuntuvm:~$

@ PING 192

e m h 2

3028ms

The material in this document is produced and maintained by DeVry University for the exclusive use by students and faculty and is copyrighted by DeVry
University and/or the original owner. Content in this document cannot be duplicated, modified, distributed or used for any other purpose without the prior

written consent of the copyright holder. @2023 DeVrry University
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Microsoft
Visio Network
Diagram

This diagram should
illustrate the
interconnection of the
Computer 1 VM, the
Computer 2 VM, and the
SOHO Router VM along
with proper IP addresses
and labeling.

This diagram should also
show your initials in the
bottom right corner.

1/22/2026
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This module took me through the core areas of networking in a way that built each
concept on top of the last, moving from the basics into more advanced, real-world
applications. | started with the fundamentals — network types, hardware, and
topologies — then worked into wireless networking and security, with a strong
focus on best practices like WPA2-PSK (AES) encryption. From there, | explored
configuration choices, troubleshooting steps, and strategies for optimizing
performance. The content didn’t just stop at theory; | applied each topic through
practice scenarios that mirrored workplace challenges.

The major steps | followed included:

5 i 1. Grasping Core Networking Concepts— Laying a solid foundation of terms, models,
g I nt ro d u Ct I O n and hardware functions.
g 2. Understanding Network Design & Devices — Seeing how different components

and layouts serve different needs.

3. 3Wireless Networking & Security Setup — Choosing and applying the right
encryption and authentication methods.

4. Advanced Configuration — Adjusting settings to match real-world demands for
stability and security.

5. Troubleshooting — Building a step-by-step process to diagnose and fix connection
or performance issues.

6. Performance and Recovery Planning— Learning how to keep a network healthy
and respond quickly to outages.

7. Practical Application — Putting it all together in scenarios that required me to

think, adapt, and act like | would on the job.

1/22/2026




SOHO Wireless Network Security 1 of 3

* 1. What are the factory default username and password of a TP-Link router? Why is it important to change the
default username and password of a SOHO router?

* Answer:
— Default username/password: Admin

— As this is a default password, it is required to be changes as the password is simple and easy to not only guess but find using the internet. Making it
easily accessible to everyone.

» 2. To protect a SOHO wireless network with a small number of devices, which address management method
provides more control, configuring the device IP addresses manually (static IP) or using a DHCP server (dynamic IP)?
Why?

* Answer:

— For a small, fixed SOHO network, static IPs give more control by locking each device to a set address, making access more predictable and easier to
secure. DHCP is simpler but can assign addresses to unapproved devices unless paired with stronger controls.

1/22/2026 19



* 3. What does MAC filtering do? If needed, when would you use deny filtering rules and when would you use allow filtering
rules? What happens to devices that want to connect, if the “Allow the stations specified by any enabled entries in the list to
access” function is enabled but there are no entries in the list?

* Answer:

* MAC filtering controls which devices can join a network by checking their unique MAC addresses. Deny rules block specific
devices while allowing all others, making them useful for quickly excluding problem clients from an otherwise open network.
Allow rules only let listed devices connect, ideal for small, fixed groups of approved devices. If the “Allow...specified entries”
option is enabled but the list is empty, no devices will be permitted to connect at all.-(DeVry University, 2021, 13:42)

* 4. What wireless security settings are displayed on the Wireless Security page? Which one is recommended by the vendor?
Why?
* Answer
* The Wireless Security setting includes options to disable security, use WPA/WPA2-Personal (with a pre-shared passphrase),
WPA/WPA2-Enterprise (with a RADIUS server), or WEP security. For strong network protection, it is strongly recommended to

enable wireless security and select WPA2-PSK with AES encryption, as WPA2 with AES provides the highest level of security
among these choices.

SOHO Wireless Network Security 2 of 3

1/22/2026



SOHO Wireless Network Security 3 of 3

* 5. Among the configurations you explored in this module, which one is a true security
function? Why?

* Answer: WPA2-PSK with AES is the real security function here — it locks down your Wi-Fi
with strong encryption, keeps intruders out with a shared passphrase, and stands as the
most secure choice for home or small-business networks.

* 6. What would you do to protect your wireless network at home? Why?

* Answer: I'd protect my home Wi-Fi with WPA2-PSK (AES), a strong custom password,
regular firmware updates, and by turning off remote management — a solid mix of smart
security and easy upkeep.

1/22/2026 21



Challenge Faced

Modulle 2: IPv4 Addressing
Module 5: Visio Network Diagram

. Ensuring Correct IP Addressing: Configuring correct IPv4 addresses without any typos was a significant
challenge. - Symbol Selection in Visio: Choosing the correct
«  Capturing Accurate Screenshots: Taking accurate screenshots that included the necessary date and time network icons and aligning them properly required
|nf0rmat|0n was essentlal for documentatlon purpOSeS. attention to deta'l and fam'l'ar'ty W|th V|S|OIS |nterface
. Troubleshooting Network Interface and Connectivity Issues: Addressing network interface and connectivity — ° Copnection Accuracy: Ensuring that each devicg was
issues required careful attention and problem-solving skills. logically and correctly connected to the router involved
troubleshooting the layout and link placement
. Labeling and Readability: Balancing technical precision

Silaeltle o Commeeng; s with visual clarity was a challenge, especially when

labeling devices and connections.
. VM Initialization Order: The SOHO Router VM had to be started before the client VMs to ensure DHCP

SEINICES WETE ayallable. . . . - . Module 6: SOHO Wireless Network Security
. IP Address Retrieval Issues: Occasionally, IP addresses didn’t display correctly, requiring manual interface

reset using specific commands.

. Terminal Navigation: Identifying the correct inet entry in the terminal output required attention to detail. Clo vy St iy Sr=iEdlnrges Uil s £ wolfreit

security settings were applied to the SOHO wireless
network was a challenge.

Module 4: IP Subnetting and Loopback Interfaces - Troubleshooting Connectivity Issues: Addressing
connectivity issues that arose during the configuration
«  Ensuring Correct IP Addressing for Loopback Interfaces: Configuring the correct IP addresses for loopback process required careful attention and problem-solving
interfaces was a challenge. skills.
«  Troubleshooting Failed Ping Responses: Addressing misconfigured routes or interfaces that led to failed ping *  Documenting Configuration Steps: Accurately
responses required troubleshooting skills. documenting the configuration steps and ensuring that
. Navigating Virtual Environments and Terminal Commands: Accurately navigating virtual environments and all relevant details were captured was essential.

using terminal commands was essential.

The material in this document is produced and maintained by DeVry University for the exclusive use by students and faculty and is copyrighted by DeVrry University and/or the original owner.

1/2 2/20 2 6 Content in this document cannot be duplicated, modified, distributed or used for any other purpose without the prior written consent of the copyright holder. @2023 DeVry University 2 2



Career Skills Gained

* Basic Networking Troubleshooting: Developed skills in identifying and
resolving network issues through hands-on practice with terminal
commands and IP configuration.

* Virtual Lab Navigation: Gained experience in navigating and configuring
virtual environments, which is essential for modern IT roles.

* Real-World Command-Line Usage: Practiced using command-line
interface (CLI) tools to manage and troubleshoot network settings.

* Professional Technical Reporting: Enhanced documentation skills by
capturing and presenting technical results in a professional format.

* Network Configuration: Acquired hands-on experience with DHCP setup
and IP address verification, which are critical for network administration.

* Troubleshooting: Applied command-line tools to resolve network
interface issues, improving problem-solving skills.

* Documentation: Captured and recorded IP configurations for project
reporting, enhancing technical writing abilities.

* Virtualization Proficiency: Operated multiple virtual machines (VMs) and
managed virtual network environments, which is valuable for IT and
network management.

* |IP Subnetting Proficiency: Developed a strong understanding of
subnetting and its application in real-world scenarios.

Technical Documentation: Practiced creating professional-grade
network diagrams using Microsoft Visio, a valuable skill in IT and network
administration.

Attention to Detail: Improved focus on accuracy, layout, and
presentation, which are critical traits in both customer-facing and
technical roles.

Tool Proficiency: Gained hands-on experience with Visio, adding to your
toolkit for roles in logistics, IT support, and systems analysis.

Network Security Configuration: Learned to configure security settings
for a SOHO wireless network, which is essential for protecting network
integrity.

Troubleshooting Connectivity Issues: Developed problem-solving skills
by addressing connectivity issues during the configuration process.

Documentation: Accurately documented configuration steps and
ensured that all relevant details were captured, enhancing technical
writing abilities.

Router Configuration: Gained hands-on experience with configuring
loopback interfaces and route tables on routers.

Connectivity Testing: Used tools like ping to validate network paths,
enhancing troubleshooting skills.

Documentation: Captured and presented technical results in a
professional format, improving technical reporting skills.



Conclusion

Throughout this project, | gained a comprehensive understanding of IPv4 addressing and
its practical applications within a virtualized networking environment. By engaging in
various modules, | enhanced my knowledge of IP address assignment, the mechanisms
by which devices communicate using these addresses, and the processes involved in
configuring and observing network settings through laboratory simulations.

The project allowed me to develop foundational skills in network communication,
troubleshooting, and documentation, which are essential for a career in information
technology and networking. | successfully implemented IPv4 addressing on a SOHO
router, configured dynamic IP address assignments, and verified connectivity between
devices. Additionally, | explored subnetting and loopback interfaces, created detailed
network diagrams using Microsoft Visio, and implemented wireless network security
measures.

One of the key takeaways from this project is the importance of accuracy and attention
to detail in network configuration and documentation. The hands-on experience
provided valuable insights into real-world networking challenges and the practical skills
necessary to address them. By working through various scenarios, | developed a deeper
understanding of how different network components interact and the significance of
proper configuration in maintaining a stable and functional network.

Overall, this project has equipped me with the technical knowledge and practical skills
required to excel in the field of networking. | am now more confident in my ability to
design, implement, and troubleshoot network solutions, and | am well-prepared to
tackle future challenges in my career.
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